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Several improvements

Distribution

This document is published and distributed as part of the HUB release communication and
hosted under theePhyto Solutionlanding page

Document Roadmap

Following is the planned enhancements to this document
Feature

1. Introduction

1.1 Purpose

This document desribes the IPPC HUB Web Service. It should be useéagsiideline to implement
the required client software components needed t@onnect to the HUB.

1.2 Intended Audience and Reading Suggestions

The audience for this document is for developers and system architectsvho will evaluate and
release the components for connecting to the HUBt will also be used for developingand
maintainin g the interface between the IPPC HUB and the IPPCn@ec National System (GeNS)

1.3 References

- ePhyto HUB Sdfvare Requirements Specification

- https://www.ippc.int/en/ephyto/

- https://lwww.ippc.int/en/ephyto/ephytechnicalinformation/
- ePhyto HUB Software Requirements Specification

2. HUB Information

Documentation and guides on how to join the HUB are available in the ePhyto Solutions landing site.
i HUB Guide to joining:
https://www.ephytoexchange.org/landing/hub/index.html#guide

 HUB Technical Documentation:
https://www.ephytoexchange.org/landing/hub/index.html#documentation

3. Technical Support

For general queries on the HUB please ghbttas://www.ephytoexchange.org/support
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We also encourage using the collaboration tool to get quick answers and share expéRegiststed
users only)

If you encounter issues while testing the implementation of the coamp® needed to connect to the
HUB you can raise a technical support request from within the Administration Console
(https://Iwww.ephytoexchange.org/AdminCongdiellowing the link available in the menu aftehe
successful login.

The system will send a mail to the technical team that will respond to the query.

We suggestooking first at the collaboration area of the admin consolea g®ssible source of
information.

4. HUB Web Service Systems

4.1 Testing Environment (UAT)

The testing environmerfUAT) is a live system with the latest release ofdpstem that is constantly
available to test the implementation of the client application connection to the HUB.

Self-Signed certificates and dwc credentials can be provided in erdo facilitate the actities.

4.1.1 URL for Testing
HUB UAT/Test environment can be accessed from the following URLS:

https://uat -hub.ephytoexchange.org/hub/DeliveryService?wsdl(complete web service
with specialized ePhyto operation$

https://uat -hub.ephytoexchange.org/hub/DeliveryServicelLight?wsdl (light version of
the web service without specialized references to ePhyto data structurgs

The WSDL resource is public, any client certificate installedhe browser and/or no certificate
selected will allow to navigate the resource. The use of the web service operatioaguiida valid
client certificate as explained in the following chapters.

https://uat -hub.ephytoexchange.org/AdminConsoléAdmin interface)

Log-in credentialsto the console are providedduring the process ofthe on-boarding.

4.1.2 Certificates for Web Service client authentication

During the testing phase, web services client authentication will use setigned certificates.
Connecting entiessAAT EOOOA OEAEO AAOOEZAZEAAOAO xEOE OEA
Development Kit (JDK) or tley can request thathe HUB Administrators (UNICC)rovide atest

certificate that they can use

The administrator can access the HUB Admin Console and update the public certifiq@)ethat
will be used to authenticatethe client application when using the web services

4.1.2.1 Generating a self-signed test certificate
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# AOOEEAEAAOAOG AAT AA CAT AOAOAA xEOE OEA OEAUOITI16
Example of certificate generationfor a NPPO entitylocated in London, UK with a validity of 10
years:

Ci certificates>keytool -genkey-alias nppol-keyalg RSAkeysize 2048 -keystore nppo.keystore-validity
3650 -keypass nppolpassstorepass nppoStorelpass

What is your first and last name?
[Unknown]: www.nppo.mycountry

What is the name of yourorganizational unit?
[Unknown]: NPPO

What is the name of your organization?
[Unknown]: NPPGMyCountry

What is the name of your City or Locality?
[Unknown]: Capital

What is the name of your State or Province?
[Unknown]:

What is the two-letter country code for this unit?
[Unknown]: MC

Is CN=avww.nppo.mycountry, OUNPPQ O=NPP&MyCountry, L=Capital, ST=Unknown, CMCcorrect?
[no]: yes

Note that the abovekey parameters andAT Ox AOO A OA I AA OAPI AAAA AU
information.

Example of public key exportirom the key store:

C\ certificates>keytool -export -keystore nppo.keystore-alias nppol-file nppol.cer-keypass nppolpass
storepass nppoStorelpass

Once generatedthe public key canbe uploaded and configured in the HUB Admn Console, with
the following steps:

1) Enter the Admin Cmsoleand navigate to theConfiguration View

2) Open the certificatesscreenwith the link at the top right # ©eetes
3) Client Certificates are listed(see screenshot below) by using the add buttor + Add you
can upload the new certificate (The HUB Console will only need the Public Key in a form
of a .cer filg. Existing certificates can be only disabled by entering the record, changing
the active flag and saving the information.
Certificates
) Back 4 Add
Dn Description  Active Created By Created ... Last Mod... Last Mod...

CN=www.... system-au... True system-auto  03/22/2018 system-auto  03/22/2018
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4.2 Production Environment
HUB Production environmergan be accessed fratme following URLS:

https://hub.ephytoexchange.org/hub/DeliveryService?wsdl (complete web servicewith
specialized ePhyto operation¥

https://hub.ephytoexchange.org/ hub/DeliveryServiceLight?wsdl (light version of the
web service without specialized references to ePhyto data structurgs

Web service engboints will accept only certificate authenticationwhen operations are invoked

https://www.ephytoexchange.org/AdminConsole (Admin interface)

4.3 Profile Configuration

By accessing the Admin interface and [xt view the administrator can manage th
following settings:

Name of the nppo/entity

Acronym

Address

Batch number of envelopes returned when the PullEnvelope operation is called

Queue retention (days to wait for the envelope to be expired and removed from the queue)
Time/Zone to adjust the reported time to the loggdo/entity time

Receiving Mode (PULL/PUSH) for PUSH additional settings and security amendments are
requiredthe selection of PUSH is currently disabled as it does require several security changes
andcoordination with countrieghe use of the PUSH is not recommended

Push settings (described below with the PUSH operations)

Focal Point, name of the person to contact

Active

Able to send messages

Accepting messages (use this to stop others from seadirgdopes)

All the settings are visible to other connected nppo/entities.

Public - FAO/IPPC 7 01-Sep-2023
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Name*
Acronym

Address*

Batch Size (Pull Operations)*
Queue Retention (Days)*
Time Zone*

Receiving Mode”

Focal Point

Configuration
BS Docs / Stauses «§ Channel Rules £# Certificates

ICC Internal Test

International Computing Centre
Palais des Nations
1211 Geneva 10

Switzerland

50

5

Europe/Rome Vv
PULL A
Not Set Y

Set the following flags to communicate other countries that you are ready to send and/or receive messages though the HUB
Active Able to send messages Accepting messages

By Allowed Types / Stauses

B Save Configuration %) Back

By following
the specific document types and statuses with the option of deactivating and stopping the rdeeive at t
HUB level.
Allowed Certificate Types and Statuses
) Back B Save £ Refresh
Certificate Type Certificate Status Active
Re-Export Phyto (657) Withdrawn (40)
Phyto (851) Withdrawn (40)
Re-Export Phyto (657) Issued (70)
Phyto (851) Issued (70)
Acknowledgement message (312) Requested (17)
Acknowledgement message (312) Subject to clearing (26)
Acknowledgement message (312) Approved (39)
Acknowledgement message (312) Rejected (41)
Acknowledgement message (312) Not Complete (122)
Public - FAO/IPPC 8 01-Sep-2023
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- Digital Signature _ o _
The button will open the screen to upload and maintain the public

certificate key identifying the signature used while signing electronically the XML. This will allow the
receiving country to verify that the incoming signature is matgthe one that is published in the HUB
and that is returned in the operation GetActiveNppos.

Upload the Signature public certificate

Attention: By uploading a new public signature certificate you will update the existing

New Certifi... nppo-un.cer Browse...
& Upload
Existing certificate DN CN=GeNS ESG demo, OU=ESG IPPC, O=IPPC, L=Rome, ST=ltaly, C=IT
Modified By Gianluca Nuzzo
Modified On 18-Oct-20 09:14
M Remove
) Back

4.4 Authentication

Authentication to the web serviceis performed using X509 client certificates on TLS 1.2/1.3
connection.

Each connected applicatiorhas a defined certificate, that authenticate the client application to
the HUB onthe HTTPSTLS protocol.

Details of the Security implementation are outside the scope of this documehtt contained in

the referenced HUB requirenents document specification

4EA (5" xEI1 11710 AAAADPO OAT OA1 1 PAOSE xEdaA OEA
Certificate of the connectingsystem.

7EOQOE O! POEI ¢ngmnd OAI AAOA OEA (5" EAO AAAT AT EA
I £ A #1 01 6ouh A0 DPAOO 1T £ OEA O#EATT A1 8 EAAOOOA
European Union Traces system unique connection.

5. HUB XML Schemas
5.1 Schema

The HUBweb service schema is composed by a large number of entities, some of them are part of
the ePhyto definition, they will be described more in details in each web service operation. See
below the list of the mainelements

1) Envelope Header
2) Envelope Content
3) ePhyto Envelope
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The WSDL defined in this documentSection6) hasseveral operations; mainly supported by the
following entities:

Envelope Header

Envelope= header + content
ePhytoEnvelope = header + SPSCertificate
Array of Envelope Header

Array of Envelope

HUBTrackinginfo

NPPO

ValidationResult

Se@ "0 oo0 oy

5.1.1 Envelope Header

The envelope headeelementis used to exchange information on thePhytocertificates without
viewing/processing the content of theactual certificate.

The HUBwWIll be instrumented to verify the correct use of such codes and raise communication
errors when such attributes are not canplying with the standards. This will be a feature of the
HUB software.

During interaction with the HUB, it is not mandatory to set all the elementsvithin the header.
However, some identified elements are required at the minimum.

The Envelope header has the following elements

o From:ISO 31661 alpha 2 letter Country Code of the exporting country

0 To:1SO 31661 alpha 2 letter Country Code of the importing country

o CertificateType : This is the UNECE code for certificate typeBSor the IPPC implementation,
the HUB will check that the type codeorresponds to ores configured as active in the HUB
Admin Console(See above profile configuration)

o CertificateStatus : This is the UNECE code for the status of the certificateor the IPPC
implementation, the HUB will check that the status code corresponds to es configured as
active in the HUB Admin ConsoléSee above profile configuration)

0 NPPOCertificateNumber : For its own reference, he exporting NPPO can insert the
certificate number of the ePhyto containedwith in the envelope, in this field. It will allow the
NPPO national system to match a certificate against the HOtackingNumber in its own
national system. Furthermore, the HUB useinterface will also display this number along
with the delivery status. This element is multilingual; allowing the exporting NPPO to use
any language of their choiceThis is limited to 1000 characters.

o HUBTrackingNumber : This is unique identifier that will be assigned by the HUB for each
envelope when it receives the envelope for the first time. The NPPO system can subsequently
query the HUB against this identifier; to get delivery information on anparticular certificate
identified by the HUBTrackingNumber. This elementsize can grow up tob0 characters long.

o HUBTrackinginfo : This element has one of thdollowing four status codes; indicating the
delivery status of the envelope within theHUB:

A PendingDelivery : implies that the envelope is still held within the HUB and has not
been delivered. Also, the queue expiry period is not over; thus, the HUB still has the
envelope.

Public - FAO/IPPC 10 01-Sep-2023
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A Delivered : The envelope was successfully delivered by the HUB and has beleteted
after delivery

A FailedDelivery : The HUB has not been able to deliver the envelope and the Queue
expiry period set by the exportingsystemwas reached. Thus, the envelope was deleted
from the HUB queue.

A EnvelopeNotExists: For the given Tracking Number, the HUB does not have any
information.

A DeliveredWithWarnings: introduced with March 2018 releaseit is used to mark
envelopes that are acknowledgé from the importing country with some non-
compliancy warnings that can bereported as error text and read from the sending
systemto fine tune the generation ofa standardized ePhyto XML

A DeliveredNotReadable: introduced with April 2020 release it is used to mark
envelopes that are received but not readable, due to an XML that is not widfmatted
or that does break the reading procedure at the receiving system.

A HUBErrorMessage: This element will have messages for different errors that may occur
during interaction with the HUB. Most of the error messages are related to Queue
retention time expiration.

A The importing country can set the warning messagesin the
AdvancedAcknowledge (see operations belowp indicate elements to be
improved in the ePhyto XML they have received.

A The importing country can set the error message in the
AcknowledgeFailedEnvelopeReceipt (see operations below) to add the
error message that prevented thecorrect opening of the envelope content

A Forwardings: From April 2020 release the sender country can spefyi the list of
channels that the envelopemust be forwarded to. It is an optional Array of
EnvelopeForwarding elements that is used during the Delivery operations and returning
the list of forwarded channels with the relative HUB tracking info (see belowhe Channé
feature described6.11)

5.1.2 Envelope Content

The envelope typeinherits the envelope headerand extends it with the @onten®® A1 AhatA1 O
can be any type ostring/ xml.

It is advisable to use UTE as character encoding, in the roadmap of the HUB the header will
contain fields to indicate the characteristic of the content so that connected system will adopt the
relevant conversions. Sora countries also support sending and receiving base64 encoding of the
XML.

The electronic phytosanitary certificate will be created byexporting client application, serialized
into XML and sent to the HUB using the Content attribute of the envelope.

The HUB will not perform the validation of the certificate content andts adherence tothe ISPM

12 schema Theimporting client application will be responsiblefor opening the certificate content
and ensuring it adheresto the applicable standard. At thereceipt of the Envelope the importing
Client Application has to acknowledge the successful receipt of the message, regardless of the
certificate validation that will be performed with a separate business process.

The following referencedocument contains dl the details on the XML mapping requirements and
resourcesfor regular and re-export ePhyto.
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https:/ivww.ephytoexchange.org/doc/mappiM@apping ISPM 12 to ePhyto standard Export certi
ficate V.2.pdf

With the June 2021 release the HUB also included the validation and some specialized support for the
importing country responses, following the implementatid the SPSAcknowledgement document,
find below a specific guidance to exchange those document types.

https://www.ephytoexchange.org/doc/mapping/IRHRhyte SPSAckowledgement.pdf

5.1.3 Array of EnvelopeHeader

This element is used to exchange a number of envelope headers grouped together. The operation
O0' AG51T AAOS Al EAD AANO WDTAGDA 11 BB K080 %1 his hsidesdibed Belbd 008 OOA

5.1.4 Array of Envelope
This element contains a list oknvelopes Each envelope containg one header and one ePhyto

certificate. This entity is used inthel BAOAOET 1T 005, , ) i bl iodesibéldni | PAS A,
6. Operations

6.1 Connect to the hub

Connecting to the HUB is not an operation exposed by the web service, thé internal call needed
before any invoke of the remote web serviceperations.

In this section we show the generic code needed to open a client caation with the HUB using
C# and the .Net Framework 4.6.1and also Java 1.8 and the Apache Axis 1 framework for
generating the client code from the WSDL definition.

The code will create the new client, add the certificate and the URL (depending on the
environment) to be used in all the subsequent calls to the web service.

private  static DeliveryService getClientConnection()
{
/I the following code is use to prevent security protocol
exceptions
/I raised by using self - signed certificates (test environment)
ServicePointManager .SecurityProtocol = SecurityProtocolType .Tls11;
System.Net. ServicePointManager .ServerCertificateValidationCallback
= delegate (
Object obj, X509Certificate certificate, X509Chain chain,
SslPolicyErrors errors)
{
return  (true );
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¥

/[This is the actual implementation of the generated proxy
/lfrom the given or downloaded WSDL

DeliveryService client = new DeliveryService 0;

/[setting the test environment URL
client.Url = "https://uat.ippchub.unicc.org/hub/DeliveryService" ;

/ladding the certificate

X509Certificate2 cert= new
X509Certificate2 ("/Users/lucal/repos/IPPCHubDev/ce rtificates/nppo -itpl2"
"nppolTpl2" );

client.ClientCertificates.Add(cert);

/Ireturning the client object
return  client;

}
Java
private static final String KEYSTORE_TRUSTEBR
"G: \\ certificates \'\ trustedStore" ;

private  static final  String KEYSTORE_TRUSTED_PASSWORDchangeit" ;

private  static  final  String KEYSTORE_SERVER
"G: \\ certificates \'\ privateStore" ;
private  static final  String KEYSTORE_SERVER_PASSWORDchangeit" ;

private  static IDeliveryServiceProxy getClientConnection() {
/I Configure the stores with certificates
System. setProperty  ("sun.security.ssl.allowUnsafeRenegotiation” ,
"true" ); /I true for self - signed certificates, false in production

/I Trusted certificates, IPPC HUB certificate should be here

System. setProperty  ( "javax.net.ssl.trustStore" , KEYSTORE_TRUSTBD

System. setProperty  ("javax.net.ssl.trustStorePassword" ,
KEYSTORE_TRUSTED_PASSWQRD

/I Private Key store, with NPPO certificate

System. setProperty ( “javax.net.ssl.keyStore" , KEYSTORE_SERVBR

System. setProperty ( “javax.net.ssl.keyStorePassword" ,
KEYSTORE_SERVER_PASSWQ®RD

/' Uncomment next line to have handshake debug information

Il System.setProperty("javax.net.debug", ssl ™);

/I Getting the proxy to the appropriate URL
IDeliveryServiceProxy proxy = new IDeliveryServiceProxy( "https://uat -
hub.ephytoexchange.org/hub/DeliveryService" );

return  proxy ;

}

6.2 DeliverEnvelope
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The exporting systemwill use this operation to send the envelop to the HUB The Header must
be filled with the following required minimum attributes:

- From,
- To,
- CertificateType,
- CertificateStatus
- NPPO Certiticate Numbe(is not mandatory but we suggest to use the field to be able to
easily reference each transmission with the original certificate in the exporter system)
- AT A QHAAD 68 AOOOE AidOthe a&@l cdtifidatd itoAddmplete the
envelopewith the XML serialized version of the generated ePhyto
The HUB responds back with the EnvelagiHeaderz which contains all the attributes populated
by the exporting client application as well as the HUBTrackingumber and the HUBTrackingInfo
attributes are added ly the HUB application.
)T OEA AAOA 1T £ O40AT OEOB8h xEAT OEA AAOOEEZEAAOA E
application should send the envelope to all involved countries as separate message and each of
the transmission will be trackedseparately.

Client sample implementation in C#generatedas.Net 2.0 standard web service client

https://docs.microsoft.com/en -us/dotnet/framework/wcf/feature -details/transport -security-
with -certificate-authentication

/I initialize the client
DeliveryService client = getClientConnection();

/I simulating an Issue certificate from Italy to United States
Envelope env= new Envelope ()

{

From= "IT" ,

To= "US",

CertificateType = 851,

CertificateStatus = 70,

NPPOCertificateNumber = “Internal NPPO Certificate Number"
%
/Il oad the actual electronic certificate XML
var ePhyto= new System.Xml. XmIDocument ();
ePhyto.LoadXml(  "<?xml version= \"1.0 \ "encoding= \"UTF-

8\ "?><ephyto><contents/></ephyto>" );

/Iset the XML to the content element of the message

env.Content = ePhyto.InnerXmil;

try
{

/I send the message to the hub and get back the header
EnvelopeHeader  header = client.DeliverEnvelope(env);

/Ihandle interna | issues

Public - FAO/IPPC 14 01-Sep-2023


https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/transport-security-with-certificate-authentication
https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/transport-security-with-certificate-authentication

HUB Web Service API

if  (header.HUBTrackingInfo == "FailedDelivery" )
{
//manage the exception and provide errors to the client
/lin this case the error is due to one of the following
/[Header Validation error (certificate, destination
country not boarded...)
/linternal error of the system

/lget the error message
string  error = header.hubDeliveryErrorMessage;
System. Console .WriteLine(  "Message failed delivery,

" +error);
}
else
{
/lget the hub tracking number...
str ing hubTrackingNumber = header.hubDeliveryNumber;
System. Console .Write(  "header delivered with tracking
number : " + hubTrackingNumber);
/Ipersist the header details to record that the message
is under delivery
}

} catch ( Exception  ex){

//manage the exception and provide errors to the client

/lin this case the error is due to one of the following

/[Header Validation error (certificate, destin ation country
not boarded...)

/Inetwork

/lunavailability of the remote system

Console .WriteLine(  "Failed to deiver the message to the HUB"
+ ex.Message);

}

NEVZ
private  static EnvelopeHeader  DeliverEnvelope() throws  HubClientException
{

IDeliveryServiceProxy proxy = getClientConnection 0;

DocumentBuilderFactory dbFactory =
DocumentBuilderFactory. newlnstance ();

/I Envelope creation, from Italy  to United States
Envelope envelope = new Envelope();

envelope .setFrom( "IT" );

envelope .setTo( "US");

envelope .setCertificateType(851);

envelope .setCertificateStatus(70);

envelope .setNPPOCertificateNumber( "EPHYTO IT - 2017 - 0010277" );
try |
DocumentBuilder dBuilder = dbFactory .newDocumentBuilder();
Document doc = dBuilder .parse( "<?xmlversion= \"1.0 \" encoding= \"UTF-
8\ "?><ephyto><contents/></ephyto>" );
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DOMSource domSource

new DOMSource(doc);

StringWriter writer = new StringWriter();

StreamResult  result = new StreamResult( writer );
TransformerFactory tf = TransformerFactory. newlnstance ();
Transformer  transformer = tf .newTransformer();

transformer  .transform(  domSource , result );

envelope .setContent(  writer .toString());

} catch (SAXException | IOException | ParserConfigurationException |
TransformerException el){
/Imanage the exception and provide errors to the client
/lin this case the error is due to one of the following
/[The XML string could not be parsed

System. out .printin( "Failed to load certificateinto XML document.” );

throw new HubClientException( el); // Without certificate we cannot
continue
}
try |
/I send the message to the hub and get back the header
EnvelopeHeader header = proxy .deliverEnvelope( envelope );
/l Handle internal issues
if (header .getHUBTrackinglnfo().equals( "FailedDelivery" N{
/Imanage the exception and provide errors to the client
/lin this case the error is due to one of the follo wing
/[Header validation error
String  error = header .getHubDeliveryErrorMessage();
System. out .printin(String. format ("Message failed delivery. %s" ,
error ));
} else {
/lget the hub tracking number...
String  hubTrackingNumber = header .getHubDeliveryNumber();

System. out .printin(String.
number: %s" , hubTrackingNumber ));

format ("Header delivered with tracking

}
return  header ;
} catch (RemoteException e){

//manage the exception and provide errors to the client

/in this case the error is due to one of the following

/I network

/[ unavailability of the remote system

System. out .printin(String. format ("Failed to deliver the
the HUB." , e.getMessage()));

throw new HubClientException( e);

}

message to

If any error occurs,the HUBTrackingl £/ EO OAO O O&AEI AA$SAlI EOAOUG .
in the hubDeliveryErrorMessage element of the Envelope Header returned. Possible errors
detectedinclude:

f The connected system cannot send with the specifield & OT | 6 AE A1
f There is no systenconnected to receive for the country specified 1 OE A
91 Invalid certificate type

1 Invalid certificate status

Connectivity issues such as network outages or unavailability of the system will be reported
as standard HTTP protocol errors, as they are not generated by the remote application.
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6.3 PULLImportEnve lope, AcknowledgeEnvelopeReceipt ,
AdvancedAcknowledgeEnvelopeReceipt ,
AcknowledgeFailedEnvelopeReceipt

The importing system configured for PULLoperation will use this operation to retrieve all the

envelopes thatare destined for them The authenticated client $ representing the importing

country and it will receive all of the envelopes(array of envelopgthat AOA ET OEA (5" 80
with the importing country in the (Todfield. For each othese envelopesthe importing country

should message back on the operian AckknowledgeEnvelopeReceipthe successful receipt of

each envelope with the HUBTrackingNumber.

Acknowledged messages will be removed from the queue and the next pull operation will fetch
the remaining messages until the result is empty.

The systemconfiguration will allow for reducing the batch of the messages of each pull in order
to fine tune thecommunication with office using a poor connection.

The system supports an additional text message with the acknowledge operation that will set the
tracking info to DeliveredWithWarnings and can provide with the error message the details of
the issues found during the receiving and opening of the XML

Pleasenote that the warning message is limited to 200 characters, the return message may
indicate such warning, the data will be truncated in case exceeds such limit.

See sample below, such messages can be extracted from a schema validation action performed by
the receiver and reported back to the sender to leverage the XML standardization and codes
harmonization.

Similar to the above if the envelope content is not readable the receiving system can use the
AcknowledgeFailedEnvelopeReceipt to communicate that tihe was an error in opening the
envelope and use the message of 200 characters to add the error text or reason of the failure.

Client sample implementation

/I initialize the client
DeliveryService client = getClientConnection();

/lget all the envelopes pending delivery
Envelope [] envelopesTolmport = client. PULLImportEnvelope();

foreach (Envelope env in envelopesTolmport)

{

System. Console .WriteLine(  "Processing hub delivery number : "
+env.hubDeliveryNumber);

try
{

/[get the content containing the certificate XML
String  xmlContent = env.Content;

[Iverifications in xml
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var ePhyto= new System.Xml. XmlDocument ();
ePhyto.LoadXml(xmIContent);

/Isave the ePhyto to the client application

/lacknowledge the receipt back to the server (this could be
done as separate action based on user validation ?7?)

client.AcknowledgeEnvelopeReceipt(env.hubDeliveryNumber);

/I perform schema/xml checks
client.  Advanced AcknowledgeEnvelopeReceipt(env.hubDeliveryNumber ,

Aipl ease indicate the date el ements), without mil
}
catch ( Exception ex)
{
//handle the content parsing error
System.Console.WriteLine(String.Format( "error when parsing
content of {0} {1}" , env.hubDeliveryNumber,ex.Message));
}
}
NEVVE
private  static  void pullAcknowledge() throws  HubClientException {
IDeliveryServiceProxy proxy = getClientConnection 0;
try {
/I get all the envelopes pending delivery
Envelope]] envelopesTolmport = proxy .PULLImportEnvelope();
for (Envelope envelope : envelopesTolmport ){
System. out .printin(String. format ("Processing hub delivery number:

%s", envelope .getHubDeliveryNumber()));

/I get the content containing the certificate XML
String  xmlContent = envelope .getContent();

[/ verifications in XML

DocumentBuilderFactory dbFactory =
DocumentBuilderFactory. newlnstance ();
DocumentBuilder dBuilder ;
my {
dBuilder = dbFactory .newDocumentBuilder();
InputStream content = new
ByteArraylnputStream( envelope .getContent().getBytes(StandardCharsets. UTF_8.

name()));
Document doc = dBuilder .parse( content );
} catch (ParserConfigurationException | SAXException | IOException

e){

/I The content of the envelope is not a proper XML file

System. out .printin(String. format ("Error parsing content of %1$s
%2%$s", envelope .getHubDeliveryNumber(), e.getMessage()));

/I This envelope won't be acknowledged
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proxy .advancedAcknowledgeEnvelopeReceipt( envelope .getHubDeliveryNumber(),
Aferror while parsing the XMLO) ;
continue ;
}

/lacknowledge the receipt back to the server (this could be done as
a separate action based on user validation)
proxy .acknowledgeEnvelopeReceipt( envelope .getHubDeliveryNumber());

} catch (RemoteException e){
/Imana ge the exception and provide errors to the client
/lin this case the error is due to one of the following

/I network

/I unavailability of the remote system

System. out .printin(String. format ("Failed to deliver the message to
the HUB." , e.getMessage()));

throw new HubClientException( e);

}
}

If an error occurs in the processing ofPulllmportEnvelope, AckowledgeEnvelopeReceipt
AcknowledgeFailedEnvelopeReceipdr AdvancedAckowledgeEnvelopeReceipt, a standard SOAP
Fault element will be sent describing the error. Errorgletectedin these services include:
1 Thesystemmaking the request is not in the system
§ The acknowledge of receipt ANOAOOA O E OdntiyOE 1 £0D H Aield@EBAhed
acknowledged header
1 Envelope not found as above related to acknowledge request. When the sent number is
not found in the HUB.

6.4 GetUnderDeliveryEnvelope

The operationallows the exporting systemto get alist of all the envelopeheaders that are in the
delivery process (i.e. with HUBDeliveryStatus as PendingDelivery)The authenticated client
representsthe exporting system. The HUB will return the list of all the envelopes that are pending
delivery (array of EnvelopeHeader)

The client application can use the HUBTrackingNuaber from the returned envelope headersand
updates the system

Client sample implementation.

DeliveryService client = getClientConnection();
try
{
/lget the envelopes under delivery (received by the HUB and

queued to be delivered to the destination)
EnvelopeHeader [] headers = client.GetUnderDeliveryEnvelope();

/[cicles the records to update the client system
foreach  (var head in headers)
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{

/lupdates the client records
System. Console .WriteLine(  "Env:" +head.hubDeliveryNumber+ ", Tracking
Info:"  +head.HUBTrackingInfo);

}
}

catch  (Exception ex)

{

System. Console .WriteLine(ex.Message);

}

Java
private static void getUnderDeliveryEnvelope() throws  HubClientException
{

IDeliveryServiceProxy proxy = getClientConnection 0;

try {

Il get the envelopes under delivery
EnvelopeHeader([] headers = proxy .getUnderDeliveryEnvelope();

/I clicles the records to update the client system
for (EnvelopeHeader header : headers ){
/I updates client records
System. out .printin(String. format ("Envelope: %1$s - Tracking info:
%2$s", header .getHubDeliveryNumber(), header .getHUBTrackinginfo()));

} catch (RemoteException e){

/Imanage the exception and provide errors to the client

/lin this case the error is due to one of the following

/I network

/I unavailability of the remote system

System. out .printin( String. format ("Failed to deliver the message to
the HUB." , e.getMessage())) ;

throw new HubClientException( e);

}

If an error occurs in the processing of GetUnderDeliveryEnvelope a standard SOAP Fault
element will be sent describing the error. Errors detected in this service include:

1 Thesystemmaking the request is not in theHUB

6.5 Getimport Envelope Headers & PULLSingleimportEnvelope

Similar, to the previous this geration allows theimporting systemto get a list of all the envelope
headers that are in the delivery process. The authenticated client represents thmporting
country. The HUB will return the list of all the envelopes that are pending delivery (array of
EnvelopeHeader).

The client appication can use the HUBTrackingNumber from the returned envelope headers and
pull each of them one by oneThis will allow the importing country to work on the entire subset
of messages to be delivered, rather than having to pull them in batches
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Additionally, by using the optional countryCode parametethe importing country can specify to
retrieve only the list of headers of an exporting country and apply the required logic to the import
procedures.

Client sample implementation.

DeliveryService client = getClientConnection();
try
{

/lget the envelopes under delivery (received by the HUB and
queued to be delivered to the destination) use null or a country code to
retrive all or only for a specific sending country
EnvelopeHeader [] headers = client.Get Import Envelope Headers ();

/[cicles the records to update the client system
foreach  (var head in headers)
{
Envelope env =
client.PULL  Single ImportEnvelope( head.hubDeliveryNumber );

/lget the content containing the certificate XML
String  xmlIContent = env.Content;

IIverifications in xml
var ePhyto= new System.Xml. XmlDocument ();
ePhyto.LoadXml(xmIContent);

/Isave the ePhyto to the client application

/lacknowledge the receipt back to the server (this could be
done as separate action based on user validation ??)

client. AcknowledgeEnvelopeReceipt(env.hubDeliveryNumber);

/I perform schema/xml checks

System. Console .WriteLine(ex.Message);

}

private  static void get Import Envelope Headers () throws HubClientException

{

IDeliveryServiceProxy proxy = getClientConnection 0;

Public - FAO/IPPC 21 01-Sep-2023

client.  Advanced AcknowledgeEnvelopeReceipt(env.hubDeliveryNumber , Apl ease
indicate the date el ements wi)hout millisecond|s
}
}
catch  (Exception ex)
{

o



HUB Web Service API

try {

Il get the envelopes under delivery
EnvelopeHeader(] headers = proxy . getimportEnvelopeHeaders (A1 T)0

/I clicles the records to update the client system
for (EnvelopeHeader  header : headers ){

/I get the envelope
Envelope env = proxy .PULLSinglelmportEnvelope( header .
getHubDeliveryNumber());

/I get the content containing the certificate XML
String  xmlContent = env.getContent();

/I verifications in XML

DocumentBuilderFactory dbFactory =
DocumentBuilderFactory. newlnstance ();
DocumentBuilder dBuilder ;
try {
dBuilder = dbFactory .newDocumentBuilder();
InputStream content = new
ByteArraylnputStream( env .getContent().getBytes(StandardCharsets. UTF_8.name(

)L

Document doc = dBuilder .parse( content );
} catch (ParserConfigurationException | SAXException | IOException

e){
/I The content of the envelope is not a proper XML file
System. out .printin(String. format ("Error parsing content of %1$s
%2%s", env.getHubDeliveryNumber(), e.getMessage()));
/[ This envelope won't be acknowledged
proxy .advancedAcknowledgeEnvelopeReceipt( env. get HubDel i ver y Numb g
whil e parsing the XMLO);

continue ;

}

/lacknowledge the receipt back to the server (this could be done as
a separate action based on user validation)
proxy .acknowledgeEnvelopeReceipt( env .getHubDeliveryNumber());

} catch (RemoteException e){
/Imanage the exception and provide errors to the client
/lin this case the error is due to one of the following

/I network

/I unavailability of the remote system

System. out .printin( String. format ("Failed to pull envelopes from the
HUB." , e.getMessage())) ;

throw new HubClientException( e);

er (),

If an error occurs in the processing of Génport EnvelopeHeader,
AcknowledgeEnvelopeReceipt and AdvanvcedAcknowledgeEnvelopeRecaptandard SOAP
Fault element will be sent describing the error. Errors detected in this service include:

1 Thesystemmaking the request is not in theHUB
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6.6 GetEnvelopeTrackinginfo

This operation provides the HUBTrackingnfo for a given HUBTrackingNumberone envelope at

a time. The idea is that if the client application has sent the envelope and the envelope header is
not listed in the pending delivery, then the system should query the hub to understandlit was
delivered successfully and/or at whichstageit is. In the code examplebelow, you can find a
possible implementation of a recurring process that takes actions in the National System based
on each of the tracking info

DeliveryService client = getClientConnection();
try
{

EnvelopeHeader  head= client.GetEnvelopeTrackingInfo(num);

System. Console .WriteLine(  string .Format( "The envelope {0}
tracking info is {1}" ,head.hubDeliveryNumber,head.HUBTrackingInfo ));

switch (head.HUBTrackinglnfo){
case "Delivered"
/Iperform client updates to mark the envelope
delivered
break ;
case "Delivered WithWarnings ":
/Iperform client updates to mark the envelope
delivered , capture the text and send the information to technical people
break ;
case "FailedDelivery"
string  error = head.hubDeliveryErrorMessage;
/lupdate the client state with the informational
error message
break ;
case "EnvelopeNotExists"
/lthe message was received by the hub but not yet
added to the queue or the number is not correct
/lresending of the original can be applied
break ;
case "PendingDelivery"
//still in the queue on the hub, waiting to be
pulled or pushed

break ;
}
}
catch ( Exception ex)
{
System. Console .WriteLine(ex.Message);
}

private  static void getEnvelopeTrackinginfo(String hubTrackingNumber )
throws  HubClientException {
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IDeliveryServiceProxy proxy = getClientConnection 0;
try |
EnvelopeHeader header =
proxy .getEnvelopeTrackinglnfo( hubTrackingNumber );
System. out .printin(String. format ("The envelope %13$s tracking info is
%2%$s", header .getHubDeliveryNumber(), header .getHUBTrackinginfo()));

switch  (‘header .getHUBTrackinginfo()) {

case '"Delivered"
/I perform client updates to mark the envelope as delivered
break ;

case "DeliveredWithWarnings" :
/I perform client updates to mark the envelope as delivered,

capture the error message and send it to the technical people

break ;

case "FailedDelivery"
String  errorMessage = header .getHubDeliveryErrorMessage();
/[ update the client state with the informational error message
break ;

case "EnvelopeNotExists"
/lthe message was received by the hub but not yet added to the

queue or the number is not correct

/I resending  of the original can be applied
break ;

case "PendingDelivery"
/Istill in the queue on the hub, waiting to be pulled or pushed
break ;

} catch (RemoteException e){
/Imanage the exception and provide errors to the client
/lin this case the error is due to one of the following

/I network

/I unavailability of the remote system

System. out .printin(String. format ("Failed to deliver the message to
the HUB." , e.getMessage()));

throw new HubClientException( e);

}

If an error occurs, the error will be returresi SOAP exceptiofRossible errordetectednclude:

1 Thesystemmaking the request is not in theHUB
f The requester is not authorized to use the specifie® & OT | 6 £EAIT A

6.7 GetActiveNppos

This operation is a simple query that return all the active Country entities of the HUB, with only
the Country code, the Send and Receiflags. Such flags may be used by a client application to
automate the sending or receiving from the relevant country depending on their status on the
HUB.

This operation can be used to automatically verify that a country is configured and ready to
receive or send &hyto(s), the list of allowed documentsand published signature(see below
sample XML returned)
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<ns3:Nppo>
<ns3:Country>00</ns3:Country>
<ns3:Receive>true</ns3:Receive>
<ns3:Sendtrue</ns3:Send>
<ns3:AllowedDcoument active="true">
<certificateType number="657" value="H&xport Phyto"/>
<certificateStatus number="40" value="Withdrawn"/>
</ns3:AllowedDcoument>
<ns3:AllowedDcoument active="true">
<certificateType number="851" value="Phyto"/>
<certificateStatus number="40" value="Withdrawn"/>
</ns3:AllowedDcoument>
é
<ns3:Signature>
<dn>é</ dn>
<certificate>é</certificate>
</ns3:Signature>
</ns3:Nppo>

6.8 ValidatePhytoXML

This operation is exposing the functionality of the AdminConsole for validating the Xd4inst the
latest ePhyteschema (based on the UDNEFACT version 17A).

This can be used to collect and warn issues on incoming as well as outgoing messages.

When used from SoapUl, it is suggested to wrap the XML to validate #{€CBATA[ € .]]> element
to be able to copy pasteetlsource text as it is.

Code examples are not provideereas they are just a different operation call from the ones described
above. The result of the operation will return an array of validation results like the following

<ns3:ValidatePhytoXMLResult>
<area>MandatoryElements</area>
<field>SPSExchangedDocument.IssueDateTime.DateTimeString</field>
<level>SEVERE</level>
<msg>Issue date is mandatory field</msg>
</ns3:ValidatePhytoXMLResult>

The field indicatehe source element of the issue, the msg indicatiescriptive message of the issue.

Possible Areas are the following:

- MandatoryElements (elements that must be there as part of the document structure)
- Mapping (issues related to the mapping of the ePlaytibe schema)
- Schema (issues related to raympliances to the XML schema)

Possible Levels are the following:
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- SEVERE:lead to issues in reading and visualizing the certificate
- WARNING: not leading to issues, may need some revision on how the XML isqaddu
- INFO: optimization level changes may be applied

6.9 DeliverPhytoEnvelope

This operation is exposing a new entity in the HUB, the ePhytoEnvelope that is inherited from the
EnvelopeHeadeand instead of having a String Content element, as defined in the Envelope, has the
SPSCertificate defined with the schema used by the validation tool (based on the UN/CEFACT).

The operation, similarly to the DeliverEnvelope, will require all the infoionads defined above and
a valid SPSCertificate entity defined. The operation before queuing the content for the delivery will
perform a validation and if any SEVERE level issues are found, it will stop the delivery.

Usage of this operation is following &stly the same workflow as defined for DeliverEnvelope and it
may leverage the client application from compiling the XML, in actually filling in the required
information from the existing entities defined in the exporter application.

The sample code here similar to the one defined above for the DeliveryEnvelope operation. Instead
of setting an XML in the content, the entire SPSCertificate object should be filled, depending on the
available information (such scenario may vary depending on how the dgsiteplemented to fulfill
dynamically the various phytosanitary information).

This operation is suggested for National Systems that do not have yet the transformation to XML and
can immediately map the internal information to the standardized SPSCertifiafiis exposed in the
web service and available in the client software.

6.10 DeliverCountryResponseEnvelope

Like the above DeliverPhytoEnvelope this operation does expose a strongly typed operation, exposing
a new entity in the HUB, the CountryResponseHuope with the SPSAcknowledgemdhised on the
UN/CEFACT)defined as content.

6.11 GetAvailableChannels

This operation is a simple query that return all the active Channels registereid the HUB, with
the code, the name, the Send and Receive flags. Similarly, to the GetActiveNppos the
receive/send flags are indicative of the capabilities of the connected system.

6.12 DeliverEnvelope (with channel forwarding )

The channel codes can be used @il the delivery operations to forward the envelope to systems
that are not destination or transit country systems, see XML sample below of an envelope
header with a forwarding channel:
<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envatdps/&ph="http://ephyto.ippc.int/"
xmins:hub="http://ephyto.ippc.int/HUB.Entities">

<soapenv:Header/>

<soapenv:Body>

<eph:DeliverEnvelope>
<eph:env>
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<hub:From>AR</hub:From>
<hub:To>US</hub:To>
<huhCertificate Type>851</hub:Certificate Type>
<hub:CertificateStatus>70</hub:CertificateStatus>
<hub: NPPOCertificateNumber >é</ hub: NPPOCertificateNumber >
<hub:Forwardings>
<hub:EnvelopeForwarding>
<hub:Code>xCB01</hub:Code>
</hub:EnvelopeForwarding>
</hub:Forwardings>
<hub: Content ><! [ CDATA[ <?xml €] ></ hub: Content >
</eph:env>
</eph:DeliverEnvelope>
</soagenv:Body>
</soapenv:Envelope>

In the example above the code xCBO1 represent an existing channel.

The result from the HUB will beimilar tothe following:

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>

<ns2:DdiverEnvelopeResponse xmins:ns2="http://ephyto.ippc.int/" xmIns:ns3="http://ephyto.ippc.int/HUB.Entities"
xmins:ns4="urn:un:unece:uncefact:data:standard:ReusableAggregateBusinessinformationEntity:21"
xmlns:ns5="urn:un:unece:uncefact:data:standard:UngedfataType:21"
xmlns:ns6="urn:un:unece:uncefact:data:standard:SPSCertificate:17">

<ns2:DeliverEnvelopeResult xsi:type="ns3:Envelope" xmins:xsi="http://www.w3.0rg/2001/XMLSeimstazace">
<ns3:From>AR</ns3:From>
<ns3:To>US#Ms3:To>
<ns3:CertificateType>851</ns3:Certificate Type>
<ns3:CertificateStatus>70</ns3:CertificateStatus>
<ns3:NPPOCertificateNumbeg></ns3:NPPOCertificateNumber>
<ns3:hubDeliveryNumber>ARUSM20042707380119584/ns3:hubDeliveryNumber>
<ns3:Forwardings>
<ns3:EnvelopeForwarding>
<ns3:Code>xCB01</ns3:Code>
<ns3:HubDeliveryNumber>ARCB01M2004270738011955240</ns3:HubDeliveryNumber>
</ns3:EnvelopeForwarding>
</ns3:Forwardings>
</ns2:DeliverEnvelopeResult>
</ns2:DeliverEnvelopeResponse>
</soap:Body>
</soap:Envelope>

The envelope will be then dedired in parallel to the system of the charemgity in the same way as it
is delivered to the receiving country.

6.13 ValidateAndDeliverEnvelope

This operation can be use exactly in the same way DeliverEnvelope is called. It will parse the content
and valicate the XML before queuing it for delivery to the destination.

6.14 GetProfile
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This operation can be used to get programmatically the current HUB configuration associated to the
authentication certificate in use.

6.15 Receiving a PUSH delivery

In order to receiva PUSHdelivery,thereceiving systermust have an endpoint ready for the HUB to
connect.

The systemmust use the HUB WSDL file in order to generate the needed sources, and develop the
needed functionalities to receive in the DeliveryEnvelope operdtierenvelopes and confirm the
receipt using the acknowledge HUB operationackfowledgeEnvelopeReceipt and
advancedAcknowledgeEnvelopeReceipt) described above with the corresponding PULL
delivery operations.

If there is an error and the PUSH endpoint ajgpiin wants to receive again the envelope thepeiiot

result shoud have a envelope header with the tracking info set as FailedDelivery (the HUB in this case
will continue to try and send the envelope until it is acknowledged or the answer from the enpoin
successful). If no FailedDelivery is responded tokt#B, the system will lock the envelope waiting

for the acknowledge.

The systemadministrator will need to communicate (using the support request described above) the IP
ranges that are hosting tR&JSH web service endpoint. After the opening of the ports on the HUB the
systermadministrator will receive a confirmation email with the SSL client certificate used by the HUB
to authenticate.

Additionally, the HUB connectionprofile can be configured to Receive Tracking Info Update via
PUSH. This will mean that the HUB will send the envelope header to the operation
SetTrackingInfoUpdate on the changing of the tracking info, from pending delivery to any of the final
delivery or failure state.

See below NPPO settings related to the PWSidivingmode.

Receiving Mode* PUSH N
Attention: To comply with security policies the HUB must be allowed to communicate to the specified
end-point.

Please raise a support request indicating the IP ranges that are in use at the country hosting service.
The HUB support team will take care of opening the port 443 to allow the HTTPS PUSH traffic
between the HUB and the country web service.

Also make sure that the following public certificate identifying the HUB is trusted by the web service

Select the below flag to receive the tracking info update on the web service operation
(SetTrackinginfoUpdate) that must be defined in the country push end point

Push URL* https://localhost:8443/hub/DeliveryService
Delivery Retries” 20
Delivery Minutes*® 5

Receive Tracking Info Update

Here below a sample on how to create a basic endpoint using Eclipse and Apache Axis.

First, create a new Dynamic Web project in Eclipse (here we use JBoss asutatiget, iplease use the
runtime that best suit your needs)
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1} New Dynamic Web Project M

Dynamic Web Project

Create a standalone Dynamic Web project or add it to a new or existing | @
Enterprise Application. -

Project name: | HubWeb5Service |

Project location
Uze default location

ChUsers\admgarciacheclipse-workspace\HubWebService Browse...

Target runtime

|JE|:|55 EAP 7.0 Runtirme V| | Mew Runtime... |

Dynamic web medule version

B v

Configuration

|Defau|t Configuration for JBoss EAP 7.0 Runtime v| | Modify... |

A good starting peint for working with JBoss EAP 7.0 Runtime runtime, Additional facets
can later be installed to add new functionality to the project.

EAR membership
[ ] Add project to an EAR

EAR Mew Project...
Working sets
[ 1 Add project to working sets
Select...
@. < Back || Mext » | | Finish | | Cancel
You can click AFinisho in this dialog.

Once the project is there (skip the project creation if you want to implement the service into an existing
project) you will need tocreate the classémplementingthe web servicnterface Forthis, we will
add a new We Service to the project yghtclicki ng t he project name and t he
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5 Project Explorer 23]

A ?‘U‘J HubWebService

E" Context Parameters
@ Error Pages
¥ Filter Mappings
1® Filters
“& Listeners
o References
€} Servlet Mappings
© Servlets
[jz Welcome Pages

4 A JAX-WS Web Services
(# Service Endpoint Interfaces
A= Web Services

b 2% Java Resources

I = JavaScript Resources

I (= build

I = WebContent

Sel ect i We b

4 Deployment Descriptor: HubWebService

Select a wizard

Create a new XML web service.

Wizards:

| web

4 (= Database Web Services

A7 Web Services from Builder XML
4 = Web

% Dynamic Web Project

1 Static Web Project

G Web Fragment Project
4 [= Web Services

5 Web Service Client

Servicebo

and cl i
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Yeb Services

Select a service implementation or definition and move the sliders to set the level of service and client
generation,

Web service type: |Top down Java bean Web Service v |

Service definition: | https://hub.ephytoexchange.org/hub/DeliveryServicefwsdl v| | B!awse...|

Skart service
Configuration:

'ﬁ' L"@ Server runtime: Red Hat JBoss Enterprize Application Platform 7.0
%o u Web service runtime: Apache Axis

£ Senvice project: HubWebService
E:

=i Service EAR project: HubWebServiceEAR

Client type: |Java Proxy W
Mo client
Ceonfiguration: Mo client generation.
s &
- | [P
: L
1 @ @D e
[JPublish the Web service
[ Monitor the Web service
@ <Back || MNet> || Ensh || Cancel

As we already have the Ws®anfWélk,SeseVvieceoATop do
After that enter the Hub WSDL URL address in the service definition:
https://hub.ephytoexchange.org/hub/DeliveryService?wsdl

We wil | use MAApache Axiso and JBoss as our server
Application Server, just select it by clicking i
Server is running and c¢click fAFinishbo.

When the process fishes, Eclipse will open the file: DeliveryServiceSoapBindinglmpl.java this is
where the code has to be completed. In¢hisewe only need to i mplement t
method, which is the one that will be called by the PUSH service in the HUB.

Java
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public  _int.ippc.ephyto.HUB_Entities.EnvelopeHeader
deliverEnvelope(_int.ippc.ephyto.HUB_Entities.Envelope env) throws
java.rmi.RemoteException, _int.ippc.ephyto.HubWebException {
saveEnvelope( env);
return  env;

}

private  void saveEnvelope(_int.ippc.ephyto.HUB_Entities.Envelope
/I do checks and store the envelope in the suitable place

/[ acknowledge the reception
HubClient. acknowledge (env);
}

env) {

Save the envelope and tharknowledge the reception of the envelope to the HUB so it can be marked

as delivered.

Note that the HubClient is referring to the object implementing the connection to the HUB web services.

In the example above we do not provide guidelines on how tp #ediclient certificate authentication

as it may vary considerably depending on the underlying platform and infrastructure. To implement the
push endpoint theeceiving systemshould accept therovided HUB certificate for the client
authenticatior(the dient certificate will be provided with the response of the opening of the required

ports to the country hosting IP ranges)
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7. Sequence Diagrams
7.1 Deliver with PULL (Basic Flow)

Following a sequence diagram defining théasicdelivery processwith the minimal interactions
between theclient applications and the HUB

Exporter HUB Importer
Application Application
._—| Create ePhyto Validation of
- the header
not the
content
DeliverEnvelope —
g Validal 5 Queue
Envelope Header retention
default to 5
{E nvelopeHeader (Tracking Number) ; Queue Envelope < days
Associate the T
. Save - PulllmportEnvelope
HUE tracking |-4— HUB Tracking Number <
number to the
national system Lock All envelopes for delivery
eFhyto GetTrackinginfo(Tracking Number)
PendingDelivery/FailedDelivery | | | Envelope[batchSize] N
I T save the envelope
Retrive the [ . )
delivery status verify/validate the envelope
/ tracking info technical acknowledge
using the -
tracking Remove
number Envelope Content
GetTrackinginfo(Tracking Number)
Delivered/DeliveredWithWarnings g Use: .
B LT EET = - - AcknowledgeEnvelopeReceipt if totally readable

- AdvancedAcknowledgeEnvelopeReceipt if the
XML is totally readable, but something in the XML
needs fine-tuning, including a short message to

HUB will not ™,

retain envelope describe the issues
content after the - AcknowledgeFailedEnvelopeReceipt if the
acknowledge received XML in the envelope is not readable/not well

formatted, including a message that can give more info
on the error (avoid sending intemal errors)
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7.2 Deliver with PULL (Advanced Flow)

The following sequence of interaction is recommended and usingtést developments of the HUB
to support the validation of the content and the optimization of the receiving process.

Exporter HUB Importer
Application Application
By using this [, E__| Create ePhyto Validatiorr of
aperation we - the header
can validate the not the
XML and the content
HUB will return
ValidateAndDeliverEnvelo —
errors if there —|— pe > o
are SEVERE Validat eue
findings ValidationError Envelops Header : gg:::?;; 5
) a Envel -
EnvelopeHeader (Tracking Number) teue Envelope | aays
Assaciate the [, T :
Hifg :;ra F';r. e Save . GetlmportEnvelopeHeaders 7]
numbertothe | [T HUB Tracking Namber 3 [Reduce the
national system E_Ep_\.r_ta_IE}ReHeaders .foaq on the
ePhyto GetTrackinginfo(Tracking Number) 2;::?;:;
PULLSIinglelmportEnvelo ) ]
PendingDelivery/FailedDelivery | e mpo! pe iteraje the list |transaction
_____________________________ T:l save thel envelope  |C8N be used fo
M l’ apply }
) , additional logic|
- ValidatePhytoXML verify/validate
[Retrive the T
/ tracking info < technical acknowledge
using the l
tracking Remave
number Envelope Content
GetTrackinginfo(Tracking Number)

Use:

- AcknowledgeEnvelopeReceipt if totally readable
- AdvancedAcknowledgeEnvelopeReceipt if the
XML is totally readable, but something in the XML

Delivered/DeliveredWithWarnings g

7.3 Deliver with PUSH

HUB will nat ™ needs fine-tuning, including a short message to
retain envelope describe the issues

content after the - Ack ledgeFailedE Receipt if the
acknowledge received XML in the envelope is not readable/not well

fermatted, including a message that can give more info
on the error (avoid sending internal errors)

Following a sequence diagram defining the delivery process interactienbetween the client
applications and theHUB using thePUSHreceiving type.

The use of the PUSH model is not recommended due to the low benefits compared to the required

management costs.
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Exporter
Application

Importer
Application

Craate ePhyto '

alidate ePhyto

| alidation results|

DeliverEnvelope)

Oprional Call'
to verify that
the eFhyto is
compliant with
the mapping

Validation of
the header

Queue
retenfion
alicate default to 5

Envelope Headel days

Cueue Envelope

DeliverEnvelope must s
exposed as web service
operation and return an
EnvelopeHeader with
trackinginfo =
FailedDelivery to ask the
resending, otherwise the
HUB will wait for
acknowledge

EnvelopeHeader (Tracking Number)

Save
HUB Tracking Numbei

‘ GetTrackinglnfo(Tracking Number

Associate theN
HUE tracking
number to the
system
recorded
ePhyto

DeliverEnvelopel

| Lock envelope for delivery

EnvelopeHeade

acknowledge !

FendingDelivery/FailedDeliver

arify envelope|
Retrive the % save
tracking info envelope)
based on the

; advanced acknowledge]
gjﬁmg to Use acknowledge if %
update the tofally readable or

advanced
acknowledge to
communicate the
exporter problems in
reading the XML

Remove
Envelope Content
HUB will not [ %
retain envelope

content after the
acknowledge

system status

GetTrackingInfo{Tracking Number

Delivered/DeliveredWith\Warnings

8. Testing with Soap Ul

Please follow the next steps in order to test with SOAPUI:

1. Download andinstalls SOAP Ul. We are using version7/sl
2. Go to the Installation folder bin directory and open the file SOAP.7.1.vmoptions.On
windows machineh OEA /AE1 A \Ffogran Hilds SiaktBeatBSdapud # d,
5.7.1\ A E Jo® Mac is under the /ApplicationsSoapU#
5.7.1.app/Contents/vmoptions.txt. You have to edit this file with Administrator rights.
Save the file and open or reopen SOAP UlI.
Go to File New SOAP Project.
Yyl 0001 EAAO . Ai Ad EEAI Ah AET T OA A AAOAOEDPOEOD/
YT O) 1 EQEAIT o838 pravidedBRL IfoAthe eddpaint (this URL should finish
ET OexOAl 6qh 10O AEIT OA OEA xOAl Z£EI Ah EZ£ UI O
your computer.
7. After clicking OK, SOAP Ul will generate some templates with the operation requests.
Here you can see an example of this generated template requests:

o kW
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